The New PPP Subsystem

As of linux-2.2.15therewere3 differentPPPimplementationsn the
kernel. TheasynchronouserialPPPdriver, the synchronou$PPdriver
andtheisdn_pppmodule.EachPPPimplementations tailoredfor
differentsituationsput thereis alot of duplicatedcodeandcommon
functionality.

Thenew genericPPPdriverin linux-2.4 providesthefunctionality
whichis of usein any PPPimplementationincludingthe networking
interface, TCP/IPheadercompressionpacket compressionthe
interfaceto the PPPdaemonthekernelfacilitiesneededor demand
dialing, andmultilink bonding.

ThegenericPPPdriver callsonthe servicesof PPP‘channels’for
sendingandreceving frames. A PPPchanneimplementatiorcanbe
arbitrarily complex internally but hasa very simpleinterfacewith the
genericPPPcode:it merelyhasto be ableto sendPPPframes receve
PPPframes,andoptionallyhandleioctl requestsCurrentlythereare
PPPchanneimplementationgor asynchronouserialports,
synchronouserialports,andfor PPPover ethernet.

The PPPchannelinterfacedeliberatelydoesnotincludefacilitiesfor
startingor stoppingPPPchannelsin generalgachmediumwill already
have away of communicatingvith userlandwhichis used.Each
mediumwill alsohave someactionsto be performedat userlevel to
initialize the mediumfor useasa PPPchannel.
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1. Notes

1.1. Original presentation

Theoriginal presentatiomf this talk occurredn roomB of the Ottawva Linux
SymposiumQttava Congres<Lentre Ottava, Ontario,Canadaon the 21stof July,
2000at 15:15local time. This presentationvasgivenby Paul Mackerras.

1.2. Presenter bio

Paul Mackerrasis the maintainerof the Linux PPPimplementatiorandthe Linux port
to the Powver Macintosh.He worksfor Linuxcare,Inc. asa SeniorOpenSource
Researchebasedn CanberraAustralia.Beforejoining Linuxcare,Mackerraswasthe
leaderof the CAP ResearcliProgramat the AustralianNationalUniversity, a program
of researchn parallelcomputingin collaborationwith FujitsuLaboratoriesJapanHe
haswritten numerousonferenceapersandreviewedjournalarticles.

Mackerrashascontributedto severalOpensourc@rojects.As well asporting Linux to
the Pawver Macintoshandrewriting andextendingthe Linux PPPimplementationhe
hascontributedto the port of Linux to the AP1000+distributed-memorynulticomputer
andto the developmentbof thersyncalgorithmandprogram He hasalsoported
NetBSDto a Motorola68030-basedystemwhich hedesignedandbuilt himself.

1.3. Presentation recor ding details

Thistranscriptwascreatedusingthe OLS-supplied-ecordingof theoriginallive
presentationThis recordingis availablefrom
ftp://ftp.linuxsymposium.ag/ols2®0/20M0-07-21 16-54-48 B_64.mp3

Therecordinghasa 64 kb/sbitrate,32KHz samplerate,monoaudio(dueto the style of
singlemicrophoneecordingused)andhasafile sizeof 2092320ytes.The MD5
sumof thisfile is: 28569a4de4dfc65b3bd11393e974366f
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1.4. Creation of this transcript

1.4.1. Request for corrections

This transcriptwasnot createdby a professionatranscriptionistjt wascreatedcoy
someonavith technicalskills andaninterestin the presentead¢ontent.Theremaybe
errorsfoundwithin this transcript,we askthatyou reportthemto usingthebug
trackinginterfacedescribedat http://olstrans.sourcefge.net/ligs.php3

1.4.2. Tools used in transcript creation

This transcriptionwasmadefrom the MP3 recordingof the original presentationysing
XMMS for playbackandlyx (with docbookiemplate)or thetranscription.

1.4.3. Format of transcript files

Thetranscribeddatashouldbe availablein a numberof formatssoasto provide more
readyaccesdo this datato alargeraudienceThetranscriptswill beavailablein atleast
HTML, SGML andplain ASCII text formats;otherformatsmaybe provided.

1.4.4. Names of people involved with this transcription

This transcriptwascreatedoy JacobMoormanof the Marble HorseFreeSoftware
Group(whosepagedive at http://www.marblehorse.qg). He maybereachedt
roguemtl@marblehorse gr

The primary quality assurancéor this documenivasperformedoy Stephanie
Donovan.Shemaybereachedat sdonwan@achilles.net

1.4.5. Notes related to the use of this document
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This documents distributedin the hopethatit will beuseful,but WITHOUT ANY
WARRANTY; without eventheimplied warrantyof MERCHANTABILITY or
FITNESSFORA PARTICULAR PURPOSEWHhiIle quality assuranceheckson this
transcriptwereperformedjt wasnot createchor checled by a professional
transcriptionistthetechnicalaccurag of this transcriptis neitherguaranteedor
confirmed.Pleaseeferto theoriginal audiorecordingof this talk in the event
confirmationof the spealer’s actualstatementsreneeded.

1.4.6. Ownership of the content within this transcript

Thesetranscriptdik ely containcontentowned,undercopyright, by the original
presentatiorspealer; pleasecontactthemfor licensingrequestsbut do soin a polite
manneypleaselt mayalsobeusefulto contactthe coordinatorfor the Ottava Linux
Symposiumthe original venuefor this presentationAll trademarksrepropertyof
theirrespectre owners.

1.5. Markup used in this transcript

1.5.1. Time markers

At theendof eachparagraptwithin the body of this transcript,atime offsetis listed,
correspondingo thatpointin the MP3 recordingof the presentationThistime marker
is emphasizedin documenformatsin which emphasiss supportedpandis placed
within bracletsatthevery endof eachparagraphFor example,05m, 30s stateghat
this paragraplendsat thefive-minute thirty-secondnarkin the MP3 recording.

1.5.2. Questions and comments from the audience

Theserecordingswverecreatedusinga bud microphoneattachedo the spealer during
their presentationDueto theinherentrangelimitations of this type of microphone,
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someof the commentandquestionsrom the audienceareunintelligible.In cases
wherethe spealer repeatshe audienceguestionthe questionshallbe omittedanda
markerwill beleft in its place.Eventswhich happenn theaudienceshallbe bracleted,
suchas: Theaudienceapplauds.

Furtherin casesvherethe audiencecommentor questionsarenotrepeatedy the
spealer, they shallbeincludedwithin this transcriptandshallbe enclosedvithin
doublequotesto delineatethatthe statementsomefrom theaudiencenot from the
spealer.

1.5.3. Editorial notes

Theeditorof this transcript the transcriptionis{(if youwill), andthe quality assurance
resourcevho have examinedthis transcriptmay eachincludeeditorial noteswithin this
transcript.Theseshallbe placedwithin braclets.

1.5.4. Paragraph breaks

The paragraplbreakswithin this transcriptarevery mucharbitrary;in mary caseshey
represenpause®r breaksn the speeclof thespealer. In othercasesthey have been
insertedto allow for enhancedlarity in thereadingof this transcript.

1.5.5. Speech corrections by the speaker

During the courseof thetalk, the spealer may correcthimselfor herself.In thesecases,
the correctedspeectwill be placedin parenthesisThereaderof this transcriptmay
usuallyignorethe parenthisedectionsasthey representorrectedspeechFor
example:My auntoncehad(a dognamedSpot,sorry)acatnamedCleopatra.

1.5.6. Unintelligib le speech
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In sectionsvherethe speectof theauthoror audiencéhasbheendeemediseful,but
unintelligible by the transcriptionisor by the quality assuranceesourcea marker will
beinsertedn their placesunintelligible. Severalattemptswill be madeto correct
wordsandphrase®f this nature.In casesvherethe unintelligiblewordsor phrasesre
clearlynot of importanceo the meaningandunderstandingf the sentencethey may
be omittedwithout marker insertion.

2. Transcript

My nameis Paul Mackerras| amthe PPPmaintainerfor Linux. | work for Linuxcare,
Inc. I'm goingto talk todayaboutthe nev PPPdriver architecturan theLinux 2.4
kernel.l've gotabadcold,sol cant speakveryloud. Soif you cant hearme,canyou
comeforward?00m, 23s

Okay. Sothisis theoutline of thetalk. Firstof all, aquick overvien of PPPThena
quicklook athow PPPis implementedn the 2.2 kernel,andwhat’s wrongwith that.
Thenadescriptionof the new interfacethatwe’ve designedor 2.4;the changesve've
madeto the Linux pppd.And lastly, justalittle, quick thing abouthow you canuse
multilink PPPunderLinux with 2.4.01m, O1s

PPRI'm sureyouall know, is usedto establismetwork connection®ver all different
kinds of point-to-pointlinks, mostcommonly dial-upmodemsaA lot of peopleusePPP
over dial-upmodemdo their ISP;also,variouskinds of synchronouseriallinks, ISDN
links, andall sortsof otherthings,opticalfibers,ATM, lots of things.PPPis really a
collectionof protocolsdefinedby RFC documentsAnd the mostimportantoneshere,
firstly theLink Control Protocol(LCP), usedto establisithelink betweerntwo peers
andconfigurevariousaspectsuchas:Do you have to authenticate®o you wantto
escapeontrolcharacters¥What's thelargestpaclet sizeyou cansend?01m, 53s

Then,two authenticatiorprotocols,Passvord AuthenticationProtocol(PAP) andthe
ChallengeHandshak AuthenticationProtocol(CHAP). They’re usedfor onemachine
to prove to the othermachinethatit is actuallywhoit saysit is, andthatit’ s allowedto
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make a connectionpr whatever. 02m, 10s

ThelnternetProtocolControl Protocol(IPCP),that’s usedusedto configurethingslike
whatlIP addressegou’re goingto useon thetwo endsof thelink. The Compression
Control Protocol(CCP);that’s usedto negotiatewhetheryou're goingto compress
pacletsthataresentoverthelink. Now of courseif onesideis goingto compressa
paclet andsendit compressedhe othersideneedgo have adecompresspsothe
CCPletsthetwo sidesdiscoverif they have any protocolsin commonthatthey canuse
for compressingaclets.And lastly, the multilink protocol;thatprovidesaway of
usingseveralphysicallinks in parallelto make a singlevirtual PPPlink, whereyou can
actuallysplit pacletsbetweerthelinks, andsogetreducedateng andincreased
bandwidth.03m, 02s

Okay. Now in the 2.2 kernel,the mostnotablething aboutPPPis, thatwe have threeor
four separatéPPimplementationshatdon’t shareany codeandyou usethe
implementatiorfor your kind of medium.Soif you've gotanasynctty, like adial-up
modemor somethingyou usetheasyncPPPIf you've gotanISDN line, you usethe
ISDN PPRwhichis acompletelyseparatéump of code.03m, 31s

Or for someparticularkinds of synchronouserialinterfacesyou usethe syncPPP
implementationAnd thenof coursetherearesomesmartWide AreaNetwork adapters
thatactuallydo PPPin thefirmwareon theboard.Now I'm notgoingto talk about
them,becausé¢hat’s notreally a PPPimplementatiorasfar asthe kernelis concerned.
As far asthe kernelis concernedit justlookslik e anEthernetnterfaceor something,
sowe’re notgoingto worry aboutthem.04m, 00s

Now, thekernel/lusemodesplit. Basicallythe principleis thatwe have enoughstuff
down in the kernelthatwe canhandledatapacletscompletely without goingup to
userspace Sothatincludesthe paclet encapsulatioof framing,compressionT CP/IP
headercompressionandif you're doingmultilink, it includesthe multilink
fragmentatiorreassemblyNow thereasorfor doingthis is basicallyfor performance.
If you'vereally only gota14.4Kbpsmodem thenit doesnt really matterif you're
comingup to usermodefor every paclet, butif you've gotan ADSL line that’s going
atacouplemegabits,thenit doesmake a big difference 04m, 50s

Then,up atuserlevel, we have adaemorthathandleqthe controlprotocols)the PPP
controlprotocolsthatl mentionedoefore.For theasyncPPRyou usethe standard®PP
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daemon(pppd).For ISDN PPRtheres a derivative that's beenforked off, calledipppd.
05m, 13s

Now if welook attheasyncPPRwhichis theonethatl maintain thisis thestructure.
Sothe PPPmodulein the middle herehasactuallygot two parts,two sortof
personalitiesOneis thatit lookslik e a network interface...You've got this partonthe
right thatlookslik e a network interface;a ppp0,or whatever, network interface.And
thepartontheleft lookslike atty line discipline.05m, 51s

A line disciplineis amoduleof codethatyou canputin betweera serialportor a
pseudo-ttyandthe userlevel codethat’s readingandwriting from thatserialport. So
for instancewhenyou’re usinga console you've got a virtual terminalthereandit’sin
aline disciplinewhich givesyoutheline editingandechoingcharacteristicssothat
whenyoutype charactersthey echo;whenyou pressthe deletebutton, it removes
charactersThat’s doneby theline discipline.06m, 20s

Now if we have adevice which we wantto usefor PPRwe take off thatstandard,
normalline disciplineandwe puton the PPPline discipline.Whatthatmeanss that
this code,this PPPline disciplinecode,getsfirstly, to beableto sendcharactersut,
andsecondlyto beableto processherecevedcharactersAnd for datapaclets,it
doesnt sendthemup to the pppdaemonijt shuntthemsidevaysto the network
interface.06m, 46s

Now thisis fine for the normalsortsof situationswhereyou have a dial-upmodem,
you're dialing up your ISP;it all worksfine. Whereit becomesestrictveis, firstly, if
you wantto do multilink, becausé youwantto handleanotheltty, thentheres another
oneof thesethingsandsuddenlyyou've gottwo network interfaces And you don't
wanttwo network interfacesbecausgou only wantonevirtual link. You only wantone
network interface,but its usingthe two devices.Secondlyit makesit harderto share
codewith, say anISDN port, or asynchronouserialport, or something07m, 32s

Soin doingthe 2.3 serieskernels,| basicallythrew outthatcodeandstartedagain,
dividing the PPPstuff into a modulethathandlesall of the commonfunctionsthatare
usedfor justaboutany PPPimplementatioron any mediumthatyou could careto
name.And thenbelow that,we connectin modulesthatwe call channelsyhich handle
the specificdetailsfor differentsortsof medium.08m, 02s
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So,in thegenericmodule,we have network interfaceunit, the pppOor whatever; we
have theinterfaceto the networking codeandtheinterfaceto the PPPdaemonWe have
the paclet compressiomnddecompressiorgndthe TCP/IPheadeicompressiorand
decompressionVe have the codefor detectingnetwork traffic, sowe candoidle
timeoutsanddemandlialing. And we have the codefor multilink PPRthe
fragmentatiorandreassemblyNow all of thosethingsarethingsthatareindependent
of whetheryou've gotaserialport,or anISDN connectionpr whatever, underneath.
08m, 46s

Then,underneathwe have differentkinds of channelsThesehandlespecificdetails
(like); for instancewhenyou’re doing PPPencapsulatiomn anasyncserialline, you
have to dothingslike;if therearecertainbytevalues,you have to escapghemby
puttingin 7D byte,andthenamangledversionof the byte;andyou haveto putin a7E
byte attheendandpossiblythe beginningastheframedelimiter. Now if you're doing
PPPoveranHDLC link, thenthosedetailsof framingandtransparencarehandled,
usuallyby the hardware,in lower levels;you do bit stuffing ratherthanbyte stuffing
andyou have variousbit combinationghatareusedfor theframedelimitationandthat
sortof thing.09m, 38s

Sowe have a PPPasyncchannethatknows how to dealwith tty devices;a PPPsync
tty channelfor somekinds of synchronouserialports;a PPPoEchannelthat's used
for PPP-@er-ethernetlt’ s quite commonthesedaysfor peopleto getan ADSL
connectiorfrom theirtelcoor whatever, thatcomesin andit lookslike anEthernetput
thenyou do PPPoverthat,sothe provider canthendo all of theaccessontroland
whaterer. Sothen,in thatcase we have PPPframesthatarebeingtransmittecover
Ethernet And thatcomein andthengoin to the networking stack.10m, 26s

And finally, aninterestingoneis thatsomeonéaswritten anIrPPPchannekype. What
thisdoesis, it takesthe PPPframethatit’ s beengivento transmitandit encapsulatets
accordingto theIrDA specification@ndsendst outtheinfraredport. Sowith that, if
you have laptopsor somethinghathave IrDA ports,you cansetup a PPPconnection.
Now you can,of coursedothetty emulationoverthelrDA portandthendo PPPover
that, but thatgivesyou multiple levelsof framingthatyou don't really need With
IrPPR you canjustdoit, moreor lessdirectly, in to thelrDA frameformat.11m, 13s

Okay, soheres adiagramshoving moreor lesshow this works. We have the generic
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layerin themiddleandwe have aninstanceof it thatis basicallya network interface,
pppOor whatever, andthe TCP/IPstack,or whatever, talking to that. Thenunderneath,
we have here,I’ve shovn two channeldinkedin to the samePPPunit. And in this case,
they’re both PPPasyncchannelgalking to tty devices.Sothisis anexampleof how we
mightdo multilink. We have packetscomingin to the genericlayer, aregetting
fragmentedsentout both of thesechannelsandarecomingout both of thesetty
devices.Fragmentzomingin, comein throughthe channeljn to thegenericlayer, get
reassembledindgetpassedo the network stack.You seethatthe PPPasyncchannel
implementsaline discipline.Thatis becausé¢hatis theway to gethold of the datafrom
theserialport. 12m, 22s

Onething we cando here,of coursejs we cando akind of heterogenoumultilink. We
cansay;perhapghis channeloneis anISDN connectionOr maybeyour ISDN gives
you two B channelssoyou canhave two. Oneexamplewherethis might be usefulis if
you have a situationwhereperhapsyour local callson ananalogline areuntimed,but
your ISDN callsaresubjectto time chages.Sowhatyou candois, you canhave a
dial-upmodemwhich is basicallyon permanentlywhich givesyou your basic
connectionandthenwhenyou needmorebandwidth,you canbring up your ISDN
channelsandjust connecthemin, andgetthe extra bandwidth.And whenyou no
longerwantthem,you candisconnecthosechannelsandgo backto just usingyour
dial-upmodem.13m, 14s

Okay, heresthe detailsof theinterfacebetweerthe genericlayeranda channellt’s
actually really quite straightforward. All thatthe channekeally hasto dois, it hasto
beableto take a PPPframein anskhuff structureandsendthatout onits channel;and
it needgo beableto receve PPPframesonits channel putthemin anskhkuff structure
andpasshemupto thegenericlayer;andthat’s aboutit. 13m, 46s

Sothechannehasto provide two functionsto the genericlayer. Oneis thestart_xmit()
functionwhich says;hereis a PPPframe,sendit. Now in fact,the channeis actually
allowedto saywhenastart_xmit()functionis called.It’ s allowedto say;sorry, I'm
filled upatthemoment| cant takeit. In thatcasethegenericlayerwill actuallykeep
hold of theframeandsendit againlater. That's whatthis ppp_output \vakeup()
functionis for. That's for the channeto tell thegenericlayer;okay, | cantake another
framenow. And then,usuallythegenericlayerwill call the starttransmitfunction
againwith theframeandsay;sendit now. And optionallythe genericlayercanprovide
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anl/O control(ioctl) functionwhich canthenbe calledby pppddown throughthe
genericlayerin to thechannell14m, 45s

Therearesevenfunctionsin the genericlayerthatthe channekancall. Thefirst,
ppp_raister_channel(that's calledwhenanewn channehassprungin to existence
andthegenericlayershouldknow aboutit. Now the genericlayerdoesnt create
channelssomethingelsecreateshannelsSo,for instancejn the PPPasynccasea
channeis createdvhenatty is setin to the PPPline discipline.15m, 15s

In the PPPoEcase] haven't lookedatit in detail,but | would guesghata channels
createdvhensomeuserlevel thing detectsa UDP connectiorandpacletsthatsay;
right, we wantto setup a PPPconnectiorhere.Soit’ s agenerabrinciplethatwhateser
mediumyou have underlyingthe channeltherehasto beaway to getatthatand
controlthat,independentiypf the PPPstuff. 15m, 50s

So,think aboutatty device. You canopenthetty device; you cansetits speedyou can
thensendmodemcommandsyou canthendo variousthingsto getthatthing readyto
talk PPPThenyou make it aPPPchannelandthe PPPgenericlayer startstalking to it.
Or for PPPover Ethernetyou've gotyour Ethernethereandwhathappenss, you start
receving pacletsfrom the otherendthatsay;we wantto setup theconnectionpr
whatever. Or you run ausermodething thatstartsit from your end.In ary casetheres
somethinghathappenghereandgetsthingsreadyto do PPP And then,whenits ready
to do PPRyou connectit in to the PPPgenericlayer 16m, 38s

Okay, soppp_raister_channel@@ays;right, we're now readyto do PPR heres the
channelgofor it. ppp_unrgister_channel@$ays;oops,sorry, cant usethis channel
ary more,gone.Sofor instancejf you have amodemandthenit hangsup, thatwould
resultin ppp_unregister_channel(eingcalledandfrom thenon, the genericlayer
won’t try andusethatany more.17m, 07s

ppp_output \vakeup(),I’ ve alreadytalkedabout.ppp_input()is very simple;it means
thechannehasaframe,hereit is, gofor it. ppp_input_error()that’s calledif your
channehasdetectedhatyou've droppeda frame.For instancejf thechannehasgota
frameandhaschecledtheframechecksequencehe CRC atthe endof the frame,and
that's badandit’ s droppedheframe,thenit shouldlet the genericlayerknow thatits
droppedtheframe.17m, 35s

11
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Thelasttwo arequite simple.ppp_channel_ind€); eachchannehasgotanindex
assignedy thegenericlayerwhenppp_reaister_channel(ls doneandpppdneedgo
know thatindex, sothisis theway thatyou getthatindex, passt backto pppdandthat
way, then,pppdcanactuallyconnecin toit. ppp_unit_number(Xhatjust says,f the
channeis connectedo a PPPunit, like a network device, what's theindex of that. 18m,
14s

Multilink becomeselatively straightforward whenwe do thingsthis way becauseve
canconnectmorethanonechanneto onePPPunit. Sothenthe pppunit, like ppp0,
thatrepresentsvhat'’s calleda bundlein multilink terms.A bundleis lik e the virtual
PPPlink. And the PPPchanneleachchannekepresents singlephysicallink. The
genericlayerhandleghedetailsof fragmentingandrecombininghe PPPframes.And
of courseyour channelsanbe of differenttypes.18m, 50s

Okay. Oneof theissuesn designingandimplementingthe PPPgenericlayerwasto
handlethe detailsof really trying to keepthe amountof transmitbufferingto a
minimum. It’ s bestto keepthe amountof buffering to a minimumto minimizelateng
(andto make the);if thehigh-level networking codeis makingdecisionsabout
prioritizationandreorderingof pacletsbasedn priority, thenyou don’t wantto have a
lot of buffering below that, becaus¢hatmeanghereorderingoecomedesseffective.
19m, 28s

Sostartingfrom thetop, whena pacletis transmittedwe have atransmitqueuefor the
PPPunit, thatusuallycontains at most,onepaclet. It can,undersomecircumstances,
containmorethanonepaclet. The (start_transmit(junction)the hard_start_transmit()
functionof thatnetwork interfacedevice alwaysacceptghe paclet thatthe high-level
networking codegivesto it, but thenthereareflow controlthingsthere;theres the
netif_stop_queuandthenetif_start_queuprimitivesin the networking layerthatthe
PPPgenericlayerusedo flow controlstuff in to its queue20m, 08s

Comingdown from thetransmitqueue we thendo the packet compressionThe
importantthing hereis thatafteryou've donepaclket compressionyou cant re-order
the pacletsanymore.You have to sendthemoutin the sameorder Also, it becomes
highly undesirable¢o drop paclets,becauseavhathappensith compressegacletsis
thateachpacletis compressethasedn the history of the precedingpaclets.Sothatif
thereceverrecevesapaclketandyou know, recevespacket n, doesnt receve paclet
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n+1;thenwhenit getspacletn+2,it basicallycant handleit, it cant processt; it has
to dropit, becauseo decompresg, it needgshehistoryfrom the previous paclets.So
in thatcasethereis amechanisnior resettingandrecovering, but thatinvolvesround
trips andthatgetsvery slow andyour performanceyoesto zero.21m, 00s

Okay, soafterthis point, we cant re-orderandwe really, really don’t wantto drop
paclets.Oncea paclet’s beencompressedye try to sendit outon oneor more
channelsNow if we’re notdoingmultilink, basicallywe giveit to thechannellf we’re
not doing multilink, we only have onechannelsowe give it to the channelandif it
takesit, good;if it doesnt take it, we justsave it for later. If we aredoingmultilink,
thenatthis point, we fragmentthe paclet andwe have a channekransmitqueuefor
eachchannelwhich, onceagain,usuallycontains at most,onepaclet. And that'sif the
channerefuseghe paclet fragment;that's wherewe storethe fragmentfor later. 21m,
49s

Soreally thereshouldbe,at most,oneor two pacletsbufferedup on thetransmitside
of thegenericstuff atany time. Thisis all designedsothe channeljn fact,really only
needdo storeonepaclet, whichis the pacletit’s sendingThisis why | madeit sothe
channekanrefuseto take a pacletin thestart_xmit()routine,sothatyou don't really
needary sortof aqueuen thechannelyou just needa placeto storetheoneyou're
working on. And if you’re notworking on one,that’s fine; andif youareworkingon
one,thenyou refuseary moreatthatstage.Theres nologic for timing outand
retransmittingpacletsin the genericlayer; that's all handlechigherupin thecorenet
code.22m, 45s

Thegenericlayerhasbeendesignedairly carefullyandhasbeentestedo be
SMP-safe Obviously, we usespinlocksto ensurethe integrity of our datastructuresin
orderto achieve this SMP safety we have to askthe channelgo provide someamount
of synchronizatiorandmutualexclusionaswell. And the genericlayercan,in turn,
provide someguaranteeabouthow thingswork. Sothe channels requiredto
guaranteeyvhenyou call ppp_reister_channel(thechannelprovidesa PPPchannel
object,whichrepresentthatchannelNow thechannels requiredto guarante¢hatthat
actuallystaysin existencethatthatmemorydoesnt getfreedfrom thetime you call
ppp_raister_channel(@intil afterppp_unrgister_channel@peturns.Now onanSMP
systemwhereyou could have multiple threadsthis might requirea spinlock.23m, 56s

13
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Thechannels alsorequiredto guarantedor usthatit’s notgoingto becalling
ppp_input()in onethread atthe sametime thatit’s calling ppp_unrgister_channel(n
anotherthread Now therearereasonsif youthink aboutit, you cant guarante¢he
existenceof anobjectwith alock insidethe object;thatswhy | didn’t putalock inside
the objectto guaranteehis. But thatsortof thing will typically requirea spinlock,or
somesortof guaranteérom the stuff calling thechannelcode,to achieve this. 24m, 37s

Thegenericlayerfunctionsshouldnt be calledfrom hardinterruptlevel; they canbe
calledfrom softinterruptor bottomhalf level, or from mainline, but not from hard
interruptlevel. The genericlayergivesa guarantedo the channelghatit won't re-enter
thestart_xmit()routineor the ppp_ioctl()routine,andit won't call onewhile the other
is executing.Soinsidethe start_xmit()routine,you canpresumeheres only one
threadin there.You're not goingto have two threadspoth simultaneouslyin your
start_xmit()routine,two CPUs.The genericlayeralsoguaranteethat, by thetime
ppp_unrgister_channel(jeturns,it won'’t becalling the start_xmit()or ppp_ioctl()
routineon anotherCPU.25m, 36s

Now onthetop side,wherethe genericlayertalksto the PPPdaemontheway it does
thatis through/dev/ppp.Thisis a charactedevice andtheres only one.Theres only
one/dev/ppp.Theway we usethisto talk to multiple unitsandchannelgs eachtime
you open/dev/ppp,you geta separaténstancejt’ s a bit lik e the Solariscloneopen
typething. You geta separaténstanceof /dev/ppp,which you canthenattachto a unit
orto achannel26m, 13s

Soyou canopen/dev/pppandsay;l wantto attachthisto ppp2andthenyou cando
ioctls andsendandreceve framesandthings,usingthatfile descriptorthatyou got
from theopen,andthatwill talk directly to ppp2.You canalsoattachit to achannelso
onceyou know achannehumber Ahh, 27... Thatmight be,you've just takenttySOand
putit in to PPPline discipline,thatmadea new channelsothat’s channel7.Youcan
open/dev/ppp,attachit to channel7 andthencontrolthatchannekhroughthatfile
descriptorObviously you cansendPPPframesby writing to /dev/pppandyou can
receve themby readingfrom it. 27m, 00s

Therearealsoa numberof ioctls; you cancreatea nev PPPunit, dotheattachlike |
said.You canattachto a channelandthensay;connecthisto ppp2,soyou cantake
your file descriptorthatyou attachedo channeR7 andsay;right, connectyourselfto
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PPPunit 2. Thatway, thatgivesyou the connectiorandgivesthe genericlayertheway
to actuallysendandreceve frames.And thenyou canuseioctls to setvarioustypesof
parameterdjk e control characteescapingandmaximumframesize,andthatsortof
thing.27m, 37s

So,thepppdaemordoesall this; you don't really needto worry aboutall of this unless
you're writing anew PPPdaemonAnd therearesomepeoplewho wantto do exactly
that,andthat’s great.Sothereit is. 27m, 55s

I’'m upto ppp-2.4.0bow andbeta5 is onits way, but from beta2 andlater, they will
supportthe new genericlayer, the new structurein 2.4. At themomentwe have the
PPPasyncandPPPsynctty channelsandthe PPPoEstuff is actuallyin thekernel.
pppddoesnt have the PPPoEstuff in it yet; theres a bit morerestructuringhat’s going
to needto bedoneto getthatin cleanly (I think you have patchedor the moment for
b4.b2?b3?b3 didn’t lastverylong; it hada badbug.) 28m, 41s

pppdhasthis plug-in architecturevhereyou canaddnew codethat’s packagedip asa
sharedibrary, stick thatin to the pppdexecutableandaddnew functionalitythatway.
I’'m currentlyhackingin to pppdto make it possibleto supporta new type of channel,
usinga plug-in. Sothenwhatyou’d dois you’d have your new channekypeand
perhaps/ou’d have thatasa kernelmodule;you'd loadthatkernelmodule,you run
pppdwith the correspondingplug-in andyou cantalk to your new type of channel.
29m, 20s

Whatthis plug-in...the sortsof thingsthis plug-inwould have to do arefirstly, talk to
your magicnewt. Okay, suppose/ou’ve got somenew pacletradiointerfacewhich has
gotsomeparticularcharacteristictik e, you cant receve andsendat the sametime,
andtherearesomeotherfunny quirksthatyou needto copewith. Okay, soyou write
thekernelchanneimodulethatknows aboutall that; doesthe encapsulatiomnd
framing,doestheflow control,doesthe alternationof transmittingandreceving, and
soforth. Thenattheuserlevel in pppd,whatyou needis firstly, somethingo getyour
new channereadyto do PPP30m, 04s

Soyou needsomethingo, for instancefurn ontheradiotransmitteranddo somefangy
controlstuff to actuallyfind someoneutthereonthe othersideof theworld who wants
to talk with you onyour pacletradiointerface.Sothenyou're readyto do PPRsothat’s
fine, therestof thecorepppdcodecantake over anddo PPPstuff. And thenattheend,
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your channebplug-in needgo do thingslike, it needgso know how to stopdoingPPP
andsaygoodbyeto the otherguy andturn off yourradio,or something30m, 48s

Themultilink supportithe basicfunctionalityis thereandworking, but it still needs
moredevelopmentTheway it worksatthe momentis thatwe have onePPPprocess
perlink andwe usea TDB, Tridge’s Trivial Databasewhich hewrotefor Samba.
That's usedto matchup links andbundles At the momentthefirst pppdthatyou run
will setupthefirst link andalsocontrolthe bundleandthenyou run anothempppdfor
thesecondink andthatwill join onto thefirst one.Now, if youkill thesecondne,
that'sfine; thatwill take down thesecondink andyou’ll revertto justusingone.But if
you take down thefirst link, atthemoment,it will take down thewholeconnection.
Thatis undesirableSothatis somethinghatneedgo befixed.31m, 40s

Soto setup multilink PPRyou needarecent2.4kernel.You needarecentpppd.And
thebasicideais very simple;you just connecto the remotemachinetwice, or three
times,or however mary times.The separatenvocationsof pppdare,actually virtually
identical.Usually, it will justbethedevice namethatdiffers,soyou’re usingadifferent
serialportor whatever. You have to usethe multilink option,of courseto tell pppdthat
you wantto do multilink. 32m, 22s

Now whathappenss thattheres this thing calledanend-pointdiscriminator;thisis a
magicblob of datathatis hopefullyuniquebetweerdifferentsystemsSoa goodoneto
use,andtheonethatpppdusesby default,is actuallythe MAC addres®on your first
ethernetprovidedyou've gotanethernetAnd duringthe multilink negotiation,thetwo
endsexchangeheir own endpointdiscriminator 32m, 50s

Thenwhatpppddoesis (it looksfor) it says;okaythe otherguy hasgot this
discriminator he’s perhapsauthenticatethimselfasthis machine or user or whatever.
And it useghatinformationandmatcheghatin the databas¢o see;have we already
madea connectiorto thatsamesystemf we haven't alreadymadea connectiorto
thatsystemwe just setup thefirst link; we just setup a new bundle.If we do find that
we have alreadysetup a connectiorto thatsystemthenwe say;okay, thisis the
secondor subsequertnk in amultilink bundle,andwe’ll justjoin ourlink onto that
existing bundle.33m, 28s

Now it’s possible] guessthattherewould be somecasesvherethediscriminatoris
prettyweakor the otherenddoesnt authenticateandsowhatyou candois you can
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specifyathird thing, abundlename with anoptionto pppd,thatbecomeghethird part
of thekey that's usedto look up in thedatabaseSoyou canactuallyusethatto
establishwo separatdundlesto the samesystemor to make surethatwhenyou are
connectingo differentsystemghatareusingthe sameend-pointdiscriminatorthat
they’re actuallydifferentbundles.34m, 06s

Sowhenpppddetectghatthe othersystemis the samesystemasonewe've already
connectedo, it doesnt createa new pppdunit. Thefirst onewould create say a pppO;
theseconddoesnt createa pppl,it justjoinsits onto ppp0.34m, 37s

Therearesomepppdoptionsrelatedto multilink, nen options:multilink, no-multilink;
bundle,that'stheonel justtalkedaboutthatletsyou discriminatebetweerbundles;
mrru, (that's) you know the mru optionfor pppdis basicallythe maximumpaclet size,
thisis the maximumpaclet sizefor thewhole bundle,which canbe differentfrom the
maximumpaclet sizefor theindividuallinks. Note: Most pppdoptionsarenot
precededy - or —, asis commonlydonewith mostprograms35m, 06s

In the multilink specificationtherestwo differentsizesof sequenc@umberghatyou
canuse,24-bitsor 12-bits,andcorrespondingo that,the multilink headeithertakes
either4 or 2 bytes.If you usethe mpshortsegption,thatwill tell pppdthatit’s allowed
to usel2-bitsequencaumbersandto askthe otherendif that's okaytoo. And the
endpointoptionletsyou setwhatthe local end-pointdiscriminatoris goingto be. If
you don't usethatoption,thenit will look for ethOandtake the MAC addres®nthat.
35m, 39s

And asl said,theres now this /var/run/pppd.tdbthat’s a databasef connectionghat
containsmoreinformationthanjust thethingsl wastalking aboutbefore.It actually
containgdetailslik e whatthe procesdD of pppdis andwhatdeviceit’ s using,andall
sortsof things.That's for all pppd's thatarerunning,soit’s possiblenow to write
utilities thatquerythatdatabasandprint outalist of connectionsprint outalist of
usergthathave gotconnectionsn to your systemperhapsandwhatIP addresses
they’re using,andvariouskinds of thingslik e that.36m, 21s

Futurework; thefirst oneremindsme of theversein the Lord of Ringsaboutonering
to bind themall, onering to bringthem.The spealer laughs.'d like to bring all of the
pppd,all of the PPPimplementationsogetherto usethe genericlayer, sol needto talk
to theISDN guysandalso,perhapsthe syncpppmaintainelif suchpersorexists,and

17



The New PPP Subsystem

18

seeif we cant restructurdheir codeto usethe genericlayerandif theres changes
neededo thegenericlayer, that's cool. 37m, 08s

As | saidbefore,in the procesf restructuringoppdto supportdiversechannekypes,
sothatyou canwrite your channeimodulefor your paclet radioandyour plug-in for
pppdandthatworksfine. And lastthing, onething I’ ve wantedto do for awhile is to
actuallyprovide away you canmake a socket connectiorto pppd,andconnecto it
from aGUI andqueryit for statusnformationandperhapgyive it commanddo take
thelink up or down, or sidevays,or whateser. Okay, any questions37m, 43s

Thespealer callson anaudiencanemberfor aquestion.The questionis omittedasit
is repeatedy thespealer.

Thequestiorwas,do | do loadbalancingover multilink? Yes, it doesbalancetheload
overthe channelsvith multilink. Theway it worksis thatwhenit’s gota pacletto
transmit,it looksto seewhich channelsvould be availableto transmita paclet; andthe
way it doesthatis, it looksatthetransmitqueuefor thechannelandif it's empty then
it says;okay, we cangive thatchannek fragment.And thenit dividesthe paclet
betweerall of thechanneldhatarefreeatthe moment.38m, 18s

Now, whatthis tendsto dois that,underconditionsof light load, usuallymostof the
channelsvill beempty soyou’ll tendto fragmentthe pacletover all thechannelsAnd
that's goodbecausét givesyou reducedateng, becausehefragmentis shorteron
eachchannelThenwhenyou getunderheary load, very often,therell only beone
channelfreeandthattendsto give you lessfragmentationSoyou're tendingto put
whole PPPpacletsout eachchannelandusingthemin turn. Now if onechannels alot
slowerthanothersthenit will take alot longerbeforeit becomedreeagainandyou’ll
betendingto put pacletsoutthe otherchannelsSothat’s how the balancings done.
39m, 04s

Thespealer callson anaudiencanemberfor a question.The questionis omittedasit
is repeatedy the spealer.

Thequestiorwas,doesthe multilink stuff have the provision for transmittingpaclets
without a multilink heademwhenusingmultilink? Okay. Yes.Theanswelis basically
yes.Not datapaclets,but controlpaclets,yes.On datapaclets,no. You cantransmit
pacletsby having aninstanceof /dev/pppthat’s attachedo the channellf youwrite a
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pacletto thatchanneljt will godirectly to thatchannelwithoutarny processingtall;
without any compressiomr multilink headerjt will justgoto thechannels-is.So
that's how you cantransmita paclet without a multilink headerbut not datapaclets.
Why would you wantto do that?40m, 04s

Theaudiencanembemwho aslkedthe questiorresponds.
Il talk to you aboutit later.

Thespealer callsonanaudiencanemberfor aquestion.The questionis omittedasit
is repeatedy the spealer.

Thequestiorwas,is therearisk thatthe multilink PPPwill reordermaclets?If you
readthemultilink spec,(RFC1717 nothat'stheold one)RFC1990the multilink
headercontainsa sequenc@umberandthatsequenc@umberis incrementedor each
fragmentthatgoesout. And partof thereassemblyprocesss actuallyto make surethat
thefragmentsareprocessedh increasingsequenc@umberorder Sothatmakessure
that,evenif a pacletarrivesfasteron onechannekhanthe other (that)thefirst
fragmentor paclet getsprocessedirst attherecever. 40m, 53s

Thespealer callson anaudiencanembeirfor aquestion.

Sobasicallyif you have onevery slow link andonevery fastlink, thenthefastlink will
needto wait for the slow link becausehey have to procesgaclets.

Ahh. Theprocessingf the paclketsonthefastlink would needto wait until the paclet
hadfully comethroughontheslow link; that'strue.And, in fact,therearesituations
whereif you've gotafastlink andaslow link, with TCR, perhapsometimeshetotal
bandwidthyouwill seewill justbetwice the bandwidthof theslow link; thatcan
happen41im, 28s

But it shouldstill be possibleto usethe bandwidthof thefasterink sothatseveral
pacletswill gothroughonthefasterlink andthey’ll justgetqueuedup andthenthe
oneontheslow link eventuallygetsthrough;it will getprocesse@ndthenall of the
onesonthefasterink will getthrough.So,it’s possibleto getthefull bandwidth but
thenyou getinteractionsvith TCProundtrip time (RTT) estimationand
retransmissiomndall thatsortof TCP nastiness42m, 04s
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Thespealer callson anaudiencanemberfor aquestion.The questionis omittedasit
is repeatedy thespealer.

The questiorwas,how difficult would it beto getPPPworking overa USB connection.
Now do you meana USB serialport?Okay: | think the USB serialstuff actuallycreates
atty device,doesnt it? I'm pretty surethat’s right, thatwhenyou have a USB serial
port, thatthe USB codeactuallycreatesatty device andthenyou canjustrunthe
standardPPPstuff onthatserialdevice.42m, 41s

Somepeoplehave asledin the pastaboutconnectingJSB to two computersandusing
thatasakind of network betweerthem.Now, in factyou need becauséJSBiis strictly
amaster/slae sortof bus,the hostis the masterandcontrolseverythingon the bus,you
cant justconnecta USB cablebetweertwo computersBut you cangetboxesthat
have gota bit of RAM in themandtwo USB slave connectionsothatonecomputer
canwrite somestuff in to theRAM andanothercanreadit. If you hadthatsortof
thing, you coulddo PPPoverthat, by creatinga channekypethatknew how to sendthe
USB commanddo actuallyreadandwrite to thatRAM. 43m, 26s

Questions®kay. Thankyou.

TheaudienceapplaudsThetalk concludes43m, 35s

3. Additional Resour ces

3.1. pppd

Thelatestversionsof pppdfor Linux areavailablefrom
ftp://ftp.linuxcare.com.au/pub/ppp/

3.2. RFCs Related to PPP

RFCsareavailablefrom a numberof placesjncluding
ftp://nis.nsf.net/internet/documents/rfc
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Of particularrelevanceto PPPare:RFC1661(The Point-to-PointProtocol),RFC1990
(The PPPMultilink Protocol),RFC1962(The PPPCompressiorControl Protocol),
RFC2153(PPPVendorExtensions)RFC1332The PPPInternetProtocolControl
Protocol),andRFC1994(PPPChallengeHandshak AuthenticationProtocol).
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