
The New PPP Subsystem

As of linux-2.2.15therewere3 differentPPPimplementationsin the
kernel.TheasynchronousserialPPPdriver, thesynchronousPPPdriver
andtheisdn_pppmodule.EachPPPimplementationis tailoredfor
differentsituations,but thereis a lot of duplicatedcodeandcommon
functionality.

Thenew genericPPPdriver in linux-2.4providesthefunctionality
which is of usein any PPPimplementation,includingthenetworking
interface,TCP/IPheadercompression,packet compression,the
interfaceto thePPPdaemon,thekernelfacilitiesneededfor demand
dialing,andmultilink bonding.

ThegenericPPPdrivercallson theservicesof PPP‘channels’for
sendingandreceiving frames.A PPPchannelimplementationcanbe
arbitrarily complex internallybut hasaverysimpleinterfacewith the
genericPPPcode:it merelyhasto beableto sendPPPframes,receive
PPPframes,andoptionallyhandleioctl requests.Currentlythereare
PPPchannelimplementationsfor asynchronousserialports,
synchronousserialports,andfor PPPoverethernet.

ThePPPchannelinterfacedeliberatelydoesnot includefacilitiesfor
startingor stoppingPPPchannels.In general,eachmediumwill already
haveawayof communicatingwith userland,which is used.Each
mediumwill alsohavesomeactionsto beperformedat userlevel to
initialize themediumfor useasaPPPchannel.
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1. Notes

1.1. Original presentation
Theoriginal presentationof this talk occurredin roomB of theOttawaLinux
Symposium,OttawaCongressCentre,Ottawa,Ontario,Canadaon the21stof July,
2000at 15:15local time.Thispresentationwasgivenby Paul Mackerras.

1.2. Presenter bio
Paul Mackerrasis themaintainerof theLinux PPPimplementationandtheLinux port
to thePowerMacintosh.Heworksfor Linuxcare,Inc. asaSeniorOpenSource
Researcher, basedin Canberra,Australia.Beforejoining Linuxcare,Mackerraswasthe
leaderof theCAP ResearchProgramat theAustralianNationalUniversity, aprogram
of researchin parallelcomputingin collaborationwith FujitsuLaboratories,Japan.He
haswrittennumerousconferencepapersandreviewedjournalarticles.

Mackerrashascontributedto severalOpensourceprojects.As well asportingLinux to
thePowerMacintoshandrewriting andextendingtheLinux PPPimplementation,he
hascontributedto theportof Linux to theAP1000+distributed-memorymulticomputer
andto thedevelopmentof thersyncalgorithmandprogram.Hehasalsoported
NetBSDto aMotorola68030-basedsystemwhichhedesignedandbuilt himself.

1.3. Presentation recor ding details
This transcriptwascreatedusingtheOLS-suppliedrecordingof theoriginal live
presentation.This recordingis availablefrom
ftp://ftp.linuxsymposium.org/ols2000/2000-07-21_16-54-48_B_64.mp3

Therecordinghasa64kb/sbitrate,32KHzsamplerate,monoaudio(dueto thestyleof
singlemicrophonerecordingused)andhasafile sizeof 20923200bytes.TheMD5
sumof this file is: 28569a4de4dfc65b3bd11393e974366f
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1.4. Creation of this transcript

1.4.1. Request for corrections

This transcriptwasnot createdby aprofessionaltranscriptionist;it wascreatedby
someonewith technicalskills andaninterestin thepresentedcontent.Theremaybe
errorsfoundwithin this transcript;weaskthatyou reportthemto usingthebug
trackinginterfacedescribedat http://olstrans.sourceforge.net/bugs.php3

1.4.2. Tools used in transcript creation

This transcriptionwasmadefrom theMP3recordingof theoriginal presentation,using
XMMS for playbackandlyx (with docbooktemplate)for thetranscription.

1.4.3. Format of transcript files

Thetranscribeddatashouldbeavailablein anumberof formatssoasto providemore
readyaccessto thisdatato a largeraudience.Thetranscriptswill beavailablein at least
HTML, SGML andplainASCII text formats;otherformatsmaybeprovided.

1.4.4. Names of people involved with this transcription

This transcriptwascreatedby JacobMoormanof theMarbleHorseFreeSoftware
Group(whosepagesliveat http://www.marblehorse.org).Hemaybereachedat
roguemtl@marblehorse.org

Theprimaryquality assurancefor this documentwasperformedby Stephanie
Donovan.Shemaybereachedat sdonovan@achilles.net

1.4.5. Notes related to the use of this document
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Thisdocumentis distributedin thehopethatit will beuseful,but WITHOUT ANY
WARRANTY; without eventheimplied warrantyof MERCHANTABILITY or
FITNESSFORA PARTICULAR PURPOSE.While quality assurancecheckson this
transcriptwereperformed,it wasnotcreatednorcheckedby aprofessional
transcriptionist;thetechnicalaccuracy of this transcriptis neitherguaranteednor
confirmed.Pleasereferto theoriginal audiorecordingof this talk in theevent
confirmationof thespeaker’s actualstatementsareneeded.

1.4.6. Owner ship of the content within this transcript

Thesetranscriptslikely containcontentowned,undercopyright, by theoriginal
presentationspeaker; pleasecontactthemfor licensingrequests,but dosoin apolite
manner, please.It mayalsobeusefulto contactthecoordinatorfor theOttawaLinux
Symposium,theoriginal venuefor this presentation.All trademarksarepropertyof
their respectiveowners.

1.5. Markup used in this transcript

1.5.1. Time marker s

At theendof eachparagraphwithin thebodyof this transcript,a timeoffsetis listed,
correspondingto thatpoint in theMP3recordingof thepresentation.This timemarker
is emphasized(in documentformatsin whichemphasisis supported)andis placed
within bracketsat theveryendof eachparagraph.For example,05m, 30s statesthat
this paragraphendsat thefive-minute,thirty-secondmarkin theMP3 recording.

1.5.2. Questions and comments from the audience

Theserecordingswerecreatedusingabud microphoneattachedto thespeakerduring
their presentation.Dueto theinherentrangelimitationsof this typeof microphone,
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someof thecommentsandquestionsfrom theaudienceareunintelligible.In cases
wherethespeaker repeatstheaudiencequestion,thequestionshallbeomittedanda
markerwill beleft in its place.Eventswhichhappenin theaudienceshallbebracketed,
suchas:Theaudienceapplauds.

Further, in caseswheretheaudiencecommentsor questionsarenot repeatedby the
speaker, they shallbeincludedwithin this transcriptandshallbeenclosedwithin
doublequotesto delineatethatthestatementscomefrom theaudience,not from the
speaker.

1.5.3. Editorial notes

Theeditorof this transcript,thetranscriptionist(if youwill), andthequality assurance
resourcewhohaveexaminedthis transcriptmayeachincludeeditorialnoteswithin this
transcript.Theseshallbeplacedwithin brackets.

1.5.4. Paragraph breaks

Theparagraphbreakswithin this transcriptareverymucharbitrary;in many casesthey
representpausesor breaksin thespeechof thespeaker. In othercases,they havebeen
insertedto allow for enhancedclarity in thereadingof this transcript.

1.5.5. Speech corrections by the speaker

During thecourseof thetalk, thespeakermaycorrecthimselfor herself.In thesecases,
thecorrectedspeechwill beplacedin parenthesis.Thereaderof this transcriptmay
usuallyignoretheparenthisedsectionsasthey representcorrectedspeech.For
example:My auntoncehad(a dognamedSpot,sorry)acatnamedCleopatra.

1.5.6. Unintelligib le speec h
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In sectionswherethespeechof theauthoror audiencehasbeendeemeduseful,but
unintelligibleby thetranscriptionistor by thequality assuranceresource,amarkerwill
beinsertedin theirplaces,unintelligible.Severalattemptswill bemadeto correct
wordsandphrasesof this nature.In caseswheretheunintelligiblewordsor phrasesare
clearlynotof importanceto themeaningandunderstandingof thesentence,they may
beomittedwithoutmarker insertion.

2. Transcript
My nameis PaulMackerras.I amthePPPmaintainerfor Linux. I work for Linuxcare,
Inc. I’m goingto talk todayaboutthenew PPPdriverarchitecturein theLinux 2.4
kernel.I’vegotabadcold,soI can’t speakvery loud.Soif you can’t hearme,canyou
comeforward?00m, 23s

Okay. Sothis is theoutlineof thetalk. Firstof all, aquickoverview of PPP. Thena
quick look athow PPPis implementedin the2.2kernel,andwhat’swrongwith that.
Thenadescriptionof thenew interfacethatwe’vedesignedfor 2.4; thechangeswe’ve
madeto theLinux pppd.And lastly, just a little, quick thing abouthow you canuse
multilink PPPunderLinux with 2.4.01m, 01s

PPP, I’m sureyouall know, is usedto establishnetwork connectionsoverall different
kindsof point-to-pointlinks, mostcommonly, dial-upmodems.A lot of peopleusePPP
overdial-upmodemsto their ISP;also,variouskindsof synchronousseriallinks, ISDN
links, andall sortsof otherthings,opticalfibers,ATM, lotsof things.PPPis really a
collectionof protocolsdefinedby RFCdocuments.And themostimportantoneshere,
firstly theLink ControlProtocol(LCP),usedto establishthelink betweentwo peers
andconfigurevariousaspectssuchas:Do you have to authenticate?Do youwantto
escapecontrolcharacters?What’s thelargestpacket sizeyoucansend?01m, 53s

Then,two authenticationprotocols,PasswordAuthenticationProtocol(PAP) andthe
ChallengeHandshakeAuthenticationProtocol(CHAP).They’reusedfor onemachine
to proveto theothermachinethatit is actuallywho it saysit is, andthatit’ sallowedto
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makeaconnection,or whatever. 02m, 10s

TheInternetProtocolControlProtocol(IPCP),that’susedusedto configurethingslike
whatIP addressesyou’regoingto useon thetwo endsof thelink. TheCompression
ControlProtocol(CCP);that’susedto negotiatewhetheryou’regoingto compress
packetsthataresentover thelink. Now of courseif onesideis goingto compressa
packet andsendit compressed,theothersideneedsto haveadecompressor, sothe
CCPletsthetwo sidesdiscover if they haveany protocolsin commonthatthey canuse
for compressingpackets.And lastly, themultilink protocol;thatprovidesawayof
usingseveralphysicallinks in parallelto makea singlevirtual PPPlink, whereyoucan
actuallysplit packetsbetweenthelinks, andsogetreducedlatency andincreased
bandwidth.03m, 02s

Okay. Now in the2.2kernel,themostnotablething aboutPPPis, thatwehave threeor
four separatePPPimplementationsthatdon’t shareany codeandyouusethe
implementationfor yourkind of medium.Soif you’vegotanasynctty, likeadial-up
modemor something,youusetheasyncPPP. If you’vegotanISDN line, you usethe
ISDN PPP, which is acompletelyseparatelump of code.03m, 31s

Or for someparticularkindsof synchronousserialinterfaces,you usethesyncPPP
implementation.And thenof course,therearesomesmartWideAreaNetwork adapters
thatactuallydoPPPin thefirmwareon theboard.Now I’m notgoingto talk about
them,becausethat’snot reallyaPPPimplementationasfarasthekernelis concerned.
As farasthekernelis concerned,it just lookslikeanEthernetinterfaceor something,
sowe’renot goingto worry aboutthem.04m, 00s

Now, thekernel/usermodesplit. Basicallytheprincipleis thatwehaveenoughstuff
down in thekernelthatwecanhandledatapacketscompletely, withoutgoingup to
userspace.Sothatincludesthepacket encapsulationof framing,compression,TCP/IP
headercompression,andif you’redoingmultilink, it includesthemultilink
fragmentationreassembly. Now thereasonfor doingthis is basicallyfor performance.
If you’ve reallyonly got a14.4Kbpsmodem,thenit doesn’t really matterif you’re
comingup to usermodefor everypacket,but if you’vegot anADSL line that’sgoing
at acouplemegabits,thenit doesmakeabig difference.04m, 50s

Then,upat userlevel, wehaveadaemonthathandles(thecontrolprotocols)thePPP
controlprotocolsthatI mentionedbefore.For theasyncPPP, you usethestandardPPP
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daemon(pppd).For ISDN PPP, there’s aderivativethat’sbeenforkedoff, calledipppd.
05m, 13s

Now if we look at theasyncPPP, which is theonethatI maintain,this is thestructure.
SothePPPmodulein themiddleherehasactuallygot two parts,two sortof
personalities.Oneis thatit lookslikeanetwork interface...You’vegot this parton the
right thatlookslikeanetwork interface;a ppp0,or whatever, network interface.And
theparton theleft lookslikea tty line discipline.05m, 51s

A line disciplineis amoduleof codethatyou canput in betweenaserialport or a
pseudo-ttyandtheuserlevel codethat’s readingandwriting from thatserialport.So
for instance,whenyou’reusingaconsole,you’vegot avirtual terminalthereandit’ s in
a line disciplinewhichgivesyou theline editingandechoingcharacteristics,sothat
whenyou typecharacters,they echo;whenyoupressthedeletebutton,it removes
characters.That’sdoneby theline discipline.06m, 20s

Now if wehaveadevicewhich wewantto usefor PPP, we takeoff thatstandard,
normalline disciplineandweputon thePPPline discipline.Whatthatmeansis that
this code,this PPPline disciplinecode,getsfirstly, to beableto sendcharactersout,
andsecondly, to beableto processthereceivedcharacters.And for datapackets,it
doesn’t sendthemup to thepppdaemon,it shuntsthemsidewaysto thenetwork
interface.06m, 46s

Now this is fine for thenormalsortsof situationswhereyouhaveadial-upmodem,
you’redialing upyour ISP;it all worksfine.Whereit becomesrestrictive is, firstly, if
youwantto domultilink, becauseif youwantto handleanothertty, thenthere’sanother
oneof thesethingsandsuddenly, you’vegot two network interfaces.And you don’t
wanttwo network interfacesbecauseyouonly wantonevirtual link. Youonly wantone
network interface,but its usingthetwo devices.Secondly, it makesit harderto share
codewith, say, anISDN port,or asynchronousserialport,or something.07m, 32s

Soin doingthe2.3serieskernels,I basicallythrew out thatcodeandstartedagain,
dividing thePPPstuff into amodulethathandlesall of thecommonfunctionsthatare
usedfor just aboutany PPPimplementationonany mediumthatyou couldcareto
name.And thenbelow that,weconnectin modulesthatwecall channels,which handle
thespecificdetailsfor differentsortsof medium.08m, 02s
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So,in thegenericmodule,wehavenetwork interfaceunit, theppp0or whatever;we
have theinterfaceto thenetworkingcodeandtheinterfaceto thePPPdaemon.Wehave
thepacket compressionanddecompression,andtheTCP/IPheadercompressionand
decompression.Wehave thecodefor detectingnetwork traffic, sowecando idle
timeoutsanddemanddialing.And wehave thecodefor multilink PPP, the
fragmentationandreassembly. Now all of thosethingsarethingsthatareindependent
of whetheryou’vegotaserialport,or anISDN connection,or whatever, underneath.
08m, 46s

Then,underneathwehavedifferentkindsof channels.Thesehandlespecificdetails
(like); for instance,whenyou’redoingPPPencapsulationon anasyncserialline, you
have to do thingslike; if therearecertainbytevalues,youhave to escapethemby
puttingin 7D byte,andthenamangledversionof thebyte;andyouhave to put in a 7E
byteat theendandpossiblythebeginningastheframedelimiter. Now if you’redoing
PPPoveranHDLC link, thenthosedetailsof framingandtransparency arehandled,
usuallyby thehardware,in lower levels;you dobit stuffing ratherthanbytestuffing
andyouhavevariousbit combinationsthatareusedfor theframedelimitationandthat
sortof thing.09m, 38s

SowehaveaPPPasyncchannelthatknowshow to dealwith tty devices;aPPPsync
tty channelfor somekindsof synchronousserialports;aPPPoEchannel,that’sused
for PPP-over-ethernet.It’ squitecommonthesedaysfor peopleto getanADSL
connectionfrom their telcoor whatever, thatcomesin andit lookslikeanEthernet,but
thenyoudo PPPover that,sotheprovidercanthendoall of theaccesscontroland
whatever. Sothen,in thatcase,wehavePPPframesthatarebeingtransmittedover
Ethernet.And thatcomein andthengo in to thenetworkingstack.10m, 26s

And finally, aninterestingoneis thatsomeonehaswritten anIrPPPchanneltype.What
this doesis, it takesthePPPframethatit’ sbeengivento transmitandit encapsulatesit
accordingto theIrDA specificationsandsendsit out theinfraredport.Sowith that,if
you have laptopsor somethingthathave IrDA ports,youcansetupa PPPconnection.
Now you can,of course,do thetty emulationover theIrDA portandthendoPPPover
that,but thatgivesyou multiple levelsof framingthatyoudon’t really need.With
IrPPP, youcanjust do it, moreor lessdirectly, in to theIrDA frameformat.11m, 13s

Okay, sohere’s adiagramshowing moreor lesshow this works.Wehave thegeneric
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layerin themiddleandwehaveaninstanceof it thatis basicallyanetwork interface,
ppp0or whatever, andtheTCP/IPstack,or whatever, talking to that.Thenunderneath,
wehavehere,I’veshown two channelslinkedin to thesamePPPunit. And in this case,
they’rebothPPPasyncchannelstalking to tty devices.Sothis is anexampleof how we
might domultilink. We havepacketscomingin to thegenericlayer, aregetting
fragmented,sentoutbothof thesechannels,andarecomingout bothof thesetty
devices.Fragmentscomingin, comein throughthechannel,in to thegenericlayer, get
reassembled,andgetpassedto thenetwork stack.You seethatthePPPasyncchannel
implementsa line discipline.Thatis becausethatis theway to getholdof thedatafrom
theserialport.12m, 22s

Onething wecandohere,of course,is wecandoakind of heterogenousmultilink. We
cansay;perhapsthischanneloneis anISDN connection.Or maybeyour ISDN gives
you two B channels,soyou canhave two. Oneexamplewherethismight beusefulis if
you haveasituationwhereperhapsyour local callson ananalogline areuntimed,but
your ISDN callsaresubjectto timecharges.Sowhatyoucando is, youcanhavea
dial-upmodemwhich is basicallyon permanently, whichgivesyouyourbasic
connection,andthenwhenyou needmorebandwidth,youcanbringup your ISDN
channelsandjustconnectthemin, andgettheextrabandwidth.And whenyouno
longerwantthem,you candisconnectthosechannelsandgo backto just usingyour
dial-upmodem.13m, 14s

Okay, here’s thedetailsof theinterfacebetweenthegenericlayerandachannel.It’ s
actually, really quitestraightforward.All thatthechannelreally hasto do is, it hasto
beableto takea PPPframein anskbuff structureandsendthatout on its channel;and
it needsto beableto receivePPPframeson its channel,put themin anskbuff structure
andpassthemup to thegenericlayer;andthat’saboutit. 13m, 46s

Sothechannelhasto provide two functionsto thegenericlayer. Oneis thestart_xmit()
functionwhich says;hereis a PPPframe,sendit. Now in fact,thechannelis actually
allowedto saywhenastart_xmit()functionis called.It’ s allowedto say;sorry, I’m
filled up at themoment,I can’t take it. In thatcase,thegenericlayerwill actuallykeep
holdof theframeandsendit againlater. That’swhatthis ppp_output_wakeup()
functionis for. That’s for thechannelto tell thegenericlayer;okay, I cantakeanother
framenow. And then,usuallythegenericlayerwill call thestarttransmitfunction
againwith theframeandsay;sendit now. And optionallythegenericlayercanprovide
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anI/O control(ioctl) functionwhich canthenbecalledby pppddown throughthe
genericlayerin to thechannel.14m, 45s

Therearesevenfunctionsin thegenericlayerthatthechannelcancall. Thefirst,
ppp_register_channel();that’scalledwhenanew channelhassprungin to existence
andthegenericlayershouldknow aboutit. Now thegenericlayerdoesn’t create
channels;somethingelsecreateschannels.So,for instance,in thePPPasynccase,a
channelis createdwhena tty is setin to thePPPline discipline.15m, 15s

In thePPPoEcase,I haven’t lookedat it in detail,but I wouldguessthatachannelis
createdwhensomeuserlevel thing detectsa UDPconnectionandpacketsthatsay;
right, wewantto setupa PPPconnectionhere.Soit’ sageneralprinciplethatwhatever
mediumyouhaveunderlyingthechannel,therehasto beaway to getat thatand
controlthat,independentlyof thePPPstuff. 15m, 50s

So,think abouta tty device.Youcanopenthetty device;youcansetits speed;youcan
thensendmodemcommands;you canthendo variousthingsto getthatthing readyto
talk PPP. Thenyou make it aPPPchannelandthePPPgenericlayerstartstalking to it.
Or for PPPoverEthernet,you’vegotyour Ethernetthereandwhathappensis, youstart
receiving packetsfrom theotherendthatsay;we wantto setup theconnection,or
whatever. Or you run ausermodething thatstartsit from your end.In any case,there’s
somethingthathappensthereandgetsthingsreadyto doPPP. And then,whenits ready
to doPPP, youconnectit in to thePPPgenericlayer. 16m, 38s

Okay, soppp_register_channel()says;right, we’re now readyto doPPP, here’s the
channel,go for it. ppp_unregister_channel()says;oops,sorry, can’t usethis channel
any more,gone.Sofor instance,if youhaveamodemandthenit hangsup, thatwould
resultin ppp_unregister_channel()beingcalledandfrom thenon, thegenericlayer
won’t try andusethatany more.17m, 07s

ppp_output_wakeup(),I’vealreadytalkedabout.ppp_input()is verysimple;it means
thechannelhasa frame,hereit is, go for it. ppp_input_error();that’scalledif your
channelhasdetectedthatyou’vedroppeda frame.For instance,if thechannelhasgota
frameandhascheckedtheframechecksequence,theCRCat theendof theframe,and
that’sbadandit’ sdroppedtheframe,thenit shouldlet thegenericlayerknow thatits
droppedtheframe.17m, 35s
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Thelasttwo arequitesimple.ppp_channel_index(); eachchannelhasgotanindex
assignedby thegenericlayerwhenppp_register_channel()is doneandpppdneedsto
know thatindex, sothis is theway thatyougetthatindex, passit backto pppdandthat
way, then,pppdcanactuallyconnectin to it. ppp_unit_number();thatjust says,if the
channelis connectedto aPPPunit, likeanetwork device,what’s theindex of that.18m,
14s

Multilink becomesrelatively straightforwardwhenwedo thingsthis waybecausewe
canconnectmorethanonechannelto onePPPunit. Sothenthepppunit, likeppp0,
thatrepresentswhat’scalledabundlein multilink terms.A bundleis like thevirtual
PPPlink. And thePPPchannel;eachchannelrepresentsasinglephysicallink. The
genericlayerhandlesthedetailsof fragmentingandrecombiningthePPPframes.And
of course,your channelscanbeof differenttypes.18m, 50s

Okay. Oneof theissuesin designingandimplementingthePPPgenericlayerwasto
handlethedetailsof really trying to keeptheamountof transmitbuffering to a
minimum.It’sbestto keeptheamountof buffering to aminimumto minimizelatency
(andto make the); if thehigh-level networkingcodeis makingdecisionsabout
prioritizationandreorderingof packetsbasedon priority, thenyoudon’t wantto havea
lot of bufferingbelow that,becausethatmeansthereorderingbecomeslesseffective.
19m, 28s

Sostartingfrom thetop,whenapacket is transmitted,wehavea transmitqueuefor the
PPPunit, thatusuallycontains,at most,onepacket. It can,undersomecircumstances,
containmorethanonepacket.The(start_transmit()function)thehard_start_transmit()
functionof thatnetwork interfacedevicealwaysacceptsthepacket thatthehigh-level
networkingcodegivesto it, but thenthereareflow controlthingsthere;there’s the
netif_stop_queueandthenetif_start_queueprimitivesin thenetworking layerthatthe
PPPgenericlayerusesto flow controlstuff in to its queue.20m, 08s

Comingdown from thetransmitqueue,we thendo thepacket compression.The
importantthinghereis thatafteryou’vedonepacketcompression,youcan’t re-order
thepacketsanymore.Youhave to sendthemout in thesameorder. Also, it becomes
highly undesirableto droppackets,becausewhathappenswith compressedpacketsis
thateachpacket is compressedbasedon thehistoryof theprecedingpackets.Sothatif
thereceiver receivesapacket andyouknow, receivespacket n, doesn’t receivepacket
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n+1; thenwhenit getspacketn+2,it basicallycan’t handleit, it can’t processit; it has
to dropit, becauseto decompressit, it needsthehistoryfrom thepreviouspackets.So
in thatcase,thereis amechanismfor resettingandrecovering,but thatinvolvesround
tripsandthatgetsveryslow andyourperformancegoesto zero.21m, 00s

Okay, soafterthis point,wecan’t re-orderandwereally, really don’t wantto drop
packets.Onceapacket’sbeencompressed,we try to sendit outononeor more
channels.Now if we’renotdoingmultilink, basicallywegive it to thechannel.If we’re
notdoingmultilink, weonly haveonechannel,sowegive it to thechannelandif it
takesit, good;if it doesn’t take it, we justsave it for later. If wearedoingmultilink,
thenat thispoint,we fragmentthepacket andwehaveachanneltransmitqueuefor
eachchannel,which,onceagain,usuallycontains,atmost,onepacket.And that’s if the
channelrefusesthepacket fragment;that’swherewestorethefragmentfor later. 21m,
49s

Soreally thereshouldbe,atmost,oneor two packetsbufferedupon thetransmitside
of thegenericstuff at any time.This is all designedsothechannel,in fact,really only
needsto storeonepacket,which is thepacket it’ s sending.This is why I madeit sothe
channelcanrefuseto takeapacket in thestart_xmit()routine,sothatyoudon’t really
needany sortof aqueuein thechannel;you justneeda placeto storetheoneyou’re
workingon.And if you’renotworkingon one,that’sfine;andif youareworkingon
one,thenyou refuseany moreat thatstage.There’sno logic for timing outand
retransmittingpacketsin thegenericlayer;that’sall handledhigherup in thecorenet
code.22m, 45s

Thegenericlayerhasbeendesignedfairly carefullyandhasbeentestedto be
SMP-safe.Obviously, weusespinlocksto ensuretheintegrity of our datastructures.In
orderto achieve this SMPsafety, wehave to askthechannelsto providesomeamount
of synchronizationandmutualexclusionaswell. And thegenericlayercan,in turn,
providesomeguaranteesabouthow thingswork. Sothechannelis requiredto
guarantee;whenyoucall ppp_register_channel(),thechannelprovidesaPPPchannel
object,whichrepresentsthatchannel.Now thechannelis requiredto guaranteethatthat
actuallystaysin existence;thatthatmemorydoesn’t getfreedfrom thetimeyou call
ppp_register_channel()until afterppp_unregister_channel()returns.Now on anSMP
system,whereyoucouldhavemultiple threads,this might requireaspinlock.23m, 56s
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Thechannelis alsorequiredto guaranteefor usthatit’ snotgoingto becalling
ppp_input()in onethread,at thesametime thatit’ s callingppp_unregister_channel()in
anotherthread.Now therearereasons,if you think aboutit, you can’t guaranteethe
existenceof anobjectwith a lock insidetheobject;that’swhy I didn’t puta lock inside
theobjectto guaranteethis.But thatsortof thing will typically requirea spinlock,or
somesortof guaranteefrom thestuff calling thechannelcode,to achieve this.24m, 37s

Thegenericlayerfunctionsshouldn’t becalledfrom hardinterruptlevel; they canbe
calledfrom soft interruptor bottomhalf level, or from mainline, but not from hard
interruptlevel. Thegenericlayergivesaguaranteeto thechannelsthatit won’t re-enter
thestart_xmit()routineor theppp_ioctl()routine,andit won’t call onewhile theother
is executing.Soinsidethestart_xmit()routine,youcanpresumethere’sonly one
threadin there.You’renotgoingto have two threads,bothsimultaneously, in your
start_xmit()routine,two CPUs.Thegenericlayeralsoguaranteesthat,by thetime
ppp_unregister_channel()returns,it won’t becalling thestart_xmit()or ppp_ioctl()
routineon anotherCPU.25m, 36s

Now on thetopside,wherethegenericlayertalksto thePPPdaemon,theway it does
thatis through/dev/ppp.This is acharacterdeviceandthere’s only one.There’sonly
one/dev/ppp.Thewayweusethis to talk to multipleunitsandchannelsis eachtime
you open/dev/ppp,you getaseparateinstance;it’ sa bit like theSolariscloneopen
typething.You getaseparateinstanceof /dev/ppp,which youcanthenattachto aunit
or to achannel.26m, 13s

Soyou canopen/dev/pppandsay;I wantto attachthis to ppp2andthenyou cando
ioctls andsendandreceive framesandthings,usingthatfile descriptorthatyougot
from theopen,andthatwill talk directly to ppp2.You canalsoattachit to achannel,so
onceyouknow achannelnumber. Ahh, 27...Thatmightbe,you’ve just takenttyS0and
put it in to PPPline discipline,thatmadeanew channel,sothat’schannel27.Youcan
open/dev/ppp,attachit to channel27 andthencontrolthatchannelthroughthatfile
descriptor. ObviouslyyoucansendPPPframesby writing to /dev/pppandyou can
receive themby readingfrom it. 27m, 00s

Therearealsoa numberof ioctls; you cancreatea new PPPunit, do theattachlike I
said.Youcanattachto a channelandthensay;connectthis to ppp2,soyoucantake
your file descriptorthatyouattachedto channel27 andsay;right, connectyourselfto
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PPPunit 2. Thatway, thatgivesyou theconnectionandgivesthegenericlayertheway
to actuallysendandreceive frames.And thenyoucanuseioctls to setvarioustypesof
parameters,likecontrolcharacterescapingandmaximumframesize,andthatsortof
thing.27m, 37s

So,thepppdaemondoesall this; you don’t really needto worry aboutall of this unless
you’rewriting anew PPPdaemon.And therearesomepeoplewhowantto do exactly
that,andthat’sgreat.Sothereit is. 27m, 55s

I’m up to ppp-2.4.0b4now andbeta5 is on its way, but from beta2 andlater, they will
supportthenew genericlayer, thenew structurein 2.4.At themoment,wehave the
PPPasyncandPPPsynctty channelsandthePPPoEstuff is actuallyin thekernel.
pppddoesn’t have thePPPoEstuff in it yet; there’sabit morerestructuringthat’sgoing
to needto bedoneto getthatin cleanly. (I think you havepatchesfor themoment,for
b4.b2?b3?b3 didn’t lastvery long; it hada badbug.)28m, 41s

pppdhasthis plug-in architecturewhereyoucanaddnew codethat’spackagedupasa
sharedlibrary, stick thatin to thepppdexecutableandaddnew functionalitythatway.
I’m currentlyhackingin to pppdto make it possibleto supportanew typeof channel,
usingaplug-in.Sothenwhatyou’d do is you’d haveyour new channeltypeand
perhapsyou’d have thatasakernelmodule;you’d loadthatkernelmodule,you run
pppdwith thecorrespondingplug-in andyou cantalk to yournew typeof channel.
29m, 20s

Whatthis plug-in...thesortsof thingsthis plug-in wouldhave to doarefirstly, talk to
your magicnewt. Okay, supposeyou’vegot somenew packet radiointerfacewhichhas
gotsomeparticularcharacteristicslike,you can’t receiveandsendat thesametime,
andtherearesomeotherfunny quirksthatyouneedto copewith. Okay, soyouwrite
thekernelchannelmodulethatknowsaboutall that;doestheencapsulationand
framing,doestheflow control,doesthealternationof transmittingandreceiving, and
soforth. Thenat theuserlevel in pppd,whatyouneedis firstly, somethingto getyour
new channelreadyto do PPP. 30m, 04s

Soyouneedsomethingto, for instance,turnon theradiotransmitteranddo somefancy
controlstuff to actuallyfind someoneout thereontheothersideof theworld whowants
to talk with youonyourpacket radiointerface.Sothenyou’re readyto doPPP, sothat’s
fine, therestof thecorepppdcodecantakeoveranddoPPPstuff. And thenat theend,
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your channelplug-inneedsto do thingslike, it needsto know how to stopdoingPPP
andsaygoodbyeto theotherguy andturnoff your radio,or something.30m, 48s

Themultilink support;thebasicfunctionalityis thereandworking,but it still needs
moredevelopment.Theway it worksat themomentis thatwe haveonePPPprocess
perlink andweuseaTDB, Tridge’sTrivial Database,whichhewrotefor Samba.
That’susedto matchup links andbundles.At themoment,thefirst pppdthatyou run
will setup thefirst link andalsocontrolthebundleandthenyou run anotherpppdfor
thesecondlink andthatwill join on to thefirst one.Now, if youkill thesecondone,
that’sfine; thatwill takedown thesecondlink andyou’ll revert to justusingone.But if
you takedown thefirst link, at themoment,it will takedown thewholeconnection.
Thatis undesirable.Sothatis somethingthatneedsto befixed.31m, 40s

Soto setup multilink PPP, you needa recent2.4kernel.You needa recentpppd.And
thebasicideais verysimple;you just connectto theremotemachinetwice,or three
times,or howevermany times.Theseparateinvocationsof pppdare,actually, virtually
identical.Usually, it will just bethedevicenamethatdiffers,soyou’reusingadifferent
serialportor whatever. Youhave to usethemultilink option,of course,to tell pppdthat
you wantto domultilink. 32m, 22s

Now whathappensis thatthere’s this thing calledanend-pointdiscriminator;this is a
magicblobof datathatis hopefullyuniquebetweendifferentsystems.Soagoodoneto
use,andtheonethatpppdusesby default, is actuallytheMAC addressonyour first
ethernet,providedyou’vegotanethernet.And duringthemultilink negotiation,thetwo
endsexchangetheir own endpointdiscriminator. 32m, 50s

Thenwhatpppddoesis (it looksfor) it says;okaytheotherguy hasgot this
discriminator, he’s perhapsauthenticatedhimselfasthis machine,or user, or whatever.
And it usesthatinformationandmatchesthatin thedatabaseto see;havewealready
madeaconnectionto thatsamesystem?If wehaven’t alreadymadeaconnectionto
thatsystem,we just setup thefirst link; we just setupa new bundle.If wedo find that
wehavealreadysetupaconnectionto thatsystem,thenwesay;okay, this is the
secondor subsequentlink in amultilink bundle,andwe’ll just join our link on to that
existingbundle.33m, 28s

Now it’ spossible,I guess,thattherewouldbesomecaseswherethediscriminatoris
prettyweakor theotherenddoesn’t authenticate,andsowhatyoucando is youcan
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specifya third thing,abundlename,with anoptionto pppd,thatbecomesthethird part
of thekey that’susedto look up in thedatabase.Soyou canactuallyusethatto
establishtwo separatebundlesto thesamesystem,or to makesurethatwhenyouare
connectingto differentsystemsthatareusingthesameend-pointdiscriminatorthat
they’reactuallydifferentbundles.34m, 06s

Sowhenpppddetectsthattheothersystemis thesamesystemasonewe’vealready
connectedto, it doesn’t createanew pppdunit. Thefirst onewouldcreate,say, appp0;
theseconddoesn’t createappp1,it just joins its on to ppp0.34m, 37s

Therearesomepppdoptionsrelatedto multilink, new options:multilink, no-multilink;
bundle,that’s theoneI just talkedaboutthatletsyoudiscriminatebetweenbundles;
mrru, (that’s) youknow themruoptionfor pppdis basicallythemaximumpacket size,
this is themaximumpacket sizefor thewholebundle,whichcanbedifferentfrom the
maximumpacket sizefor theindividual links. Note:Most pppdoptionsarenot
precededby - or –, asis commonlydonewith mostprograms.35m, 06s

In themultilink specification,there’s two differentsizesof sequencenumbersthatyou
canuse,24-bitsor 12-bits,andcorrespondingto that,themultilink headereithertakes
either4 or 2 bytes.If youusethempshortseqoption,thatwill tell pppdthatit’ sallowed
to use12-bit sequencenumbersandto asktheotherendif that’sokaytoo.And the
endpointoptionletsyousetwhatthelocalend-pointdiscriminatoris goingto be.If
you don’t usethatoption,thenit will look for eth0andtake theMAC addresson that.
35m, 39s

And asI said,there’s now this /var/run/pppd.tdb;that’sadatabaseof connectionsthat
containsmoreinformationthanjust thethingsI wastalkingaboutbefore.It actually
containsdetailslikewhattheprocessID of pppdis andwhatdevice it’ susing,andall
sortsof things.That’s for all pppd’s thatarerunning,soit’ spossiblenow to write
utilities thatquerythatdatabaseandprint out a list of connections;print outa list of
usersthathavegotconnectionsin to yoursystem,perhaps,andwhatIP addresses
they’reusing,andvariouskindsof thingslike that.36m, 21s

Futurework; thefirst oneremindsmeof theversein theLord of Ringsaboutonering
to bind themall, onering to bring them.Thespeaker laughs.I’d like to bringall of the
pppd,all of thePPPimplementationstogetherto usethegenericlayer, soI needto talk
to theISDN guysandalso,perhaps,thesyncpppmaintainerif suchpersonexists,and

17



The New PPP Subsystem

seeif wecan’t restructuretheir codeto usethegenericlayerandif there’s changes
neededto thegenericlayer, that’scool.37m, 08s

As I saidbefore,in theprocessof restructuringpppdto supportdiversechanneltypes,
sothatyoucanwrite your channelmodulefor your packet radioandyour plug-in for
pppdandthatworksfine.And lastthing,onething I’vewantedto do for awhile is to
actuallyprovideawayyou canmakeasocketconnectionto pppd,andconnectto it
from aGUI andqueryit for statusinformationandperhapsgive it commandsto take
thelink upor down, or sideways,or whatever. Okay, any questions?37m, 43s

Thespeakercallsonanaudiencememberfor aquestion.Thequestionis omittedasit
is repeatedby thespeaker.

Thequestionwas,do I do loadbalancingovermultilink? Yes,it doesbalancetheload
over thechannelswith multilink. Theway it worksis thatwhenit’ sgota packet to
transmit,it looksto seewhichchannelswouldbeavailableto transmitapacket;andthe
way it doesthatis, it looksat thetransmitqueuefor thechannel,andif it’ sempty, then
it says;okay, wecangivethatchannela fragment.And thenit dividesthepacket
betweenall of thechannelsthatarefreeat themoment.38m, 18s

Now, whatthis tendsto do is that,underconditionsof light load,usuallymostof the
channelswill beempty, soyou’ll tendto fragmentthepacketoverall thechannels.And
that’sgoodbecauseit givesyou reducedlatency, becausethefragmentis shorteron
eachchannel.Thenwhenyougetunderheavy load,veryoften,there’ll only beone
channelfreeandthattendsto giveyou lessfragmentation.Soyou’re tendingto put
wholePPPpacketsouteachchannelandusingthemin turn.Now if onechannelis a lot
slower thanothers,thenit will takea lot longerbeforeit becomesfreeagainandyou’ll
betendingto put packetsout theotherchannels.Sothat’show thebalancingis done.
39m, 04s

Thespeakercallsonanaudiencememberfor aquestion.Thequestionis omittedasit
is repeatedby thespeaker.

Thequestionwas,doesthemultilink stuff have theprovision for transmittingpackets
without amultilink headerwhenusingmultilink? Okay. Yes.Theansweris basically
yes.Not datapackets,but controlpackets,yes.On datapackets,no.Youcantransmit
packetsby having aninstanceof /dev/pppthat’sattachedto thechannel.If youwrite a
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packet to thatchannel,it will godirectly to thatchannelwithoutany processingat all;
without any compressionor multilink header;it will just go to thechannelas-is.So
that’show youcantransmitapacket withouta multilink header, but notdatapackets.
Why wouldyou wantto do that?40m, 04s

Theaudiencememberwho askedthequestionresponds.

I’ ll talk to youaboutit later.

Thespeakercallsonanaudiencememberfor aquestion.Thequestionis omittedasit
is repeatedby thespeaker.

Thequestionwas,is therea risk thatthemultilink PPPwill reorderpackets?If you
readthemultilink spec,(RFC1717,no that’s theold one)RFC1990,themultilink
headercontainsasequencenumberandthatsequencenumberis incrementedfor each
fragmentthatgoesout.And partof thereassemblyprocessis actuallyto makesurethat
thefragmentsareprocessedin increasingsequencenumberorder. Sothatmakessure
that,evenif apacket arrivesfasterononechannelthantheother, (that)thefirst
fragmentor packet getsprocessedfirst at thereceiver. 40m, 53s

Thespeakercallsonanaudiencememberfor aquestion.

Sobasicallyif youhaveoneveryslow link andonevery fastlink, thenthefastlink will
needto wait for theslow link becausethey have to processpackets.

Ahh. Theprocessingof thepacketson thefastlink wouldneedto wait until thepacket
hadfully comethroughon theslow link; that’s true.And, in fact,therearesituations
whereif you’vegot a fastlink andaslow link, with TCP, perhapssometimesthetotal
bandwidthyouwill seewill just betwice thebandwidthof theslow link; thatcan
happen.41m, 28s

But it shouldstill bepossibleto usethebandwidthof thefasterlink sothatseveral
packetswill go throughon thefasterlink andthey’ ll just getqueuedup andthenthe
oneon theslow link eventuallygetsthrough;it will getprocessedandthenall of the
oneson thefasterlink will getthrough.So,it’ spossibleto getthefull bandwidth,but
thenyougetinteractionswith TCProundtrip time (RTT) estimationand
retransmission,andall thatsortof TCPnastiness.42m, 04s
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Thespeakercallsonanaudiencememberfor aquestion.Thequestionis omittedasit
is repeatedby thespeaker.

Thequestionwas,how difficult would it beto getPPPworkingoveraUSBconnection.
Now do youmeana USBserialport?Okay. I think theUSB serialstuff actuallycreates
a tty device,doesn’t it? I’m prettysurethat’s right, thatwhenyouhavea USBserial
port, thattheUSBcodeactuallycreatesa tty deviceandthenyoucanjust run the
standardPPPstuff on thatserialdevice.42m, 41s

Somepeoplehaveaskedin thepastaboutconnectingUSBto two computersandusing
thatasakind of network betweenthem.Now, in factyouneed,becauseUSBis strictly
amaster/slavesortof bus,thehostis themasterandcontrolseverythingon thebus,you
can’t justconnectaUSB cablebetweentwo computers.But youcangetboxesthat
havegotabit of RAM in themandtwo USBslaveconnectionssothatonecomputer
canwrite somestuff in to theRAM andanothercanreadit. If youhadthatsortof
thing,youcoulddoPPPover that,by creatingachanneltypethatknew how to sendthe
USB commandsto actuallyreadandwrite to thatRAM. 43m, 26s

Questions?Okay. Thankyou.

Theaudienceapplauds.Thetalk concludes.43m, 35s

3. Additional Resour ces

3.1. pppd
Thelatestversionsof pppdfor Linux areavailablefrom
ftp://ftp.linuxcare.com.au/pub/ppp/

3.2. RFCs Related to PPP
RFCsareavailablefrom a numberof places,including
ftp://nis.nsf.net/internet/documents/rfc
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Of particularrelevanceto PPPare:RFC1661(ThePoint-to-PointProtocol),RFC1990
(ThePPPMultilink Protocol),RFC1962(ThePPPCompressionControlProtocol),
RFC2153(PPPVendorExtensions),RFC1332(ThePPPInternetProtocolControl
Protocol),andRFC1994(PPPChallengeHandshakeAuthenticationProtocol).
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